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Roadmap

o Statutes
» Mass Market Licenses
 Digital Signatures




Statutes

» E-Sign
« UETA
- UCITA




E-Sign

Electronic Signatures in Global and
National Commerce Act (E-Sign)
* Federal Law

« Signed into Law June 30,
2000

Became effective October 1,
2000 (March 1, 2001 for
record retention)




UETA

Uniform Electronic Transactions Act
« Approved by NCCUSL July 1999

« Adopted In 43 states
 California has adopted a variant




Bottom Line:

» A signature, contract, or other record ... may not
be denied legal effect, validity, or enforceability
solely because it Is In electronic form

A contract ... may not be denied legal effect,
validity, or enforceability solely because an
electronic record or electronic signature was used
In 1ts formation

« Technology neutral




Electronic Record

A contract or other record created,
generated, sent, communicated,

received, or stored by electronic
means.

E-Sign §106(4), UETA § 2(7)




Electronic Signature

An electronic sound, symbol, or
process, attached to or logically
assoclated with a contract or other
record and executed or adopted by a

person with the intent to sign the
record.

(E-Sign 106(5))




Signature Examples

* Name typed in emalil

* Mouse click on “I accept” button

* Digitized image of signature in email
* Digital signature encryption

® Swiping a “smart card”

* Entering a secret code or PIN #

* Sound--“press 9 on phone to agree”




Other Provisions

® Optional  (e-sign 101(), UETA 5(a))

® Record Retention Records (101(d), 12)
® Electronic Notarization (1o1(g), 11)

® Electronic Agents (101(h), 14)

® Transferable Records (201, 16)

® Governmental Agencies




E-Sign Consumer Protection

Consent Required
Pre-consent disclosures
Exemptions (e.g. eviction)
Integrity (applies to everyone)

www.consumersunion.org/finance/e_sign.htm




Other UETA Provisions

» Party agreement (UETA Section 5)
» Attribution (9)

» Transmission errors (10)

» Evidentiary (13)

» Mailbox rule (15)




Exclusions

* Wills and trusts

* Family law matters

* UCC other than Articles 2 and 2A
Court documents, orders and notices*
Notices that must be publicly posted*

* Cancellation of utility services*

* Eviction from primary residence

® Termination of health insurance*

»_Product recalls*
Yy GOy




Reverse Preemption

» 102(a)(1) pure UETA states
» 102(a)(2) other statutes consistent

with E-Sign that are technology
neutral

» California?




International Laws

« UNCITRAL
« EU Directive on Electronic

Signatures




Mass Market License

» Standard form license
» Accepted by conduct

» Opening an envelope
» Clicking a mouse
o Installing software




Shrink-Wrap

NOTICE. READ THIS AGREEMENT CAREFULLY BEFORE
OPENING THE SEALED DISKETTE PACKAGE.

WE ARE WILLING TO LICENSE THE ENCLOSED SOFTWARE TO
YOU ONLY ON THE CONDITION THAT YOU ACCEPT ALL OF THE
TERMS CONTAINED IN THIS AGREEMENT. BY OPENING THE
SEALED DISKETTE PACKAGE, OR BY INSTALLING, COPYING, OR
USING THE SOFTWARE ON THE ENCLOSED DISKETTE, YOU
ACCEPT AND AGREE TO BE BOUND BY THE TERMS OF THIS
LICENSE AGREEMENT.

IF YOU DO NOT AGREE TO THESE TERMS, WE ARE UNWILLING
TO LICENSE THE SOFTWARE TO YOU. YOU SHOULD PROMPTLY
RETURN THE UNUSED SOFTWARE AND ALL ACCOMPANYING
MATERIALS IN THIS PACKAGE, ALONG WITH PROOF OF
PAYMENT, TO THE AUTHORIZED DEALER FROM WHOM YOQOU
OBTAINED IT FOR A FULL REFUND OF THE PRICE YOU PAID.




a MSDN Online Code Center — Web Page Dialog

Please read the following license agreement. Use the scroll bar
to see the rest of the agreement.

END-USEE LICEN3E AGREEMENT FCOR MICROIOFT SOFTWARE

IMEPORTANT-READ CAREFULLY: This End-User License
Agresment (“EULA") iz a legal agreement between you
{either an individual or a single entity) and

Microsoft for the Microsoft software product
accompanying this EULAZA, which includes computer
gsoftware and may include assoclated media, printed LI

Do you accept all of the terms of the preceding License
Agreement? If you choose No, Install will close. To install you

must accept this agreement.
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Software License Agreement

Fleasze read the following License Agreement. Press the PAGE DOWHN kep to zee
the rest of the agreement.

Ol SHOULD CAREFIJLLY READ THE FOLLOW/IMG EMND USER LICEMSE
AGHREEMEMT BEFORE INSTALLIMG THIS SOFTWARE PROGRAM. IF vOU DO NOT
AGHEE “WITH THE TERMS OF THIS AGREEMENT ., vOU MAY MOT INSTALL THE
SOFTWARE AMD MUST IMMEDIATELY RETURM IT FOR & REFUND FROM YOUR
RETAILEFR OF SIERRA.

Thiz goftware program, any prinked materials, any on-line or electronic docurmentation, and
any and all copies and derivative works of such zoftware prograrm and materials [the
"Program''] are the copyrighted work of Sierra On-Line, Inc. . its subsidiaries., licensors

and/or itz suppliers. All use aof the Program iz governed by the terms of the End User

Licenze Agreement which iz provided below [''License Agreement'’). The Program iz

zolely for uze by end users according to the terms of the Licenze Agreement. Any uze.
reproduction or rediztribution of the Program not in accordance with the terms of the

Licenze Agreement iz expressly prohibited. LI

Do pou accept all the terms af the preceding License Agreement? If you chooze Ma, Setup
will close. Toinstall Pro Pilot 99, you must accept this agreement.

< Back e




Browse-Wrap

/2 Welcome to MSN.com - Microsoft Internet Explorer
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Formation

« Notice of terms
» Opportunity to review the terms

o Assent
« Not otherwise unenforceable




Cases Finding Against
Enforcement

o Step-Saver v. Wyse

912 F.2d 643 (31 Cir. 1991)

» Arizona Retail v. TSL

81 F.Supp. 759 (D.Ariz. 1993)




Cases Enforcing

« ProCD v. Zeidenberg

86 F.3d 1447 (7th Cir. 1996)

 I.Lan Systems v. Netscout
183 F.Supp.2d 328. (D. Mass 2002)
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Browse-Wrap Cases

Pollstar v. Gigmania
170 F.Supp.2d 974

Register.com v. Verio
126 F.Supp2d 238

Specht v. Netscape

306 F.3d 17 (2d Cir. 2002)

Ticketmastesr v. Tickets.com
2003 WL 21397701 (C.D.Cal., Mar 07, 2003)




Formation

Notice of terms
Opportunity to review the terms

User must assent
Not otherwise unenforceable




Notice

3 MSDN Online Code Center — Web Page Dialog

Please read the following license agreement. Use the scroll bar

-
. I I I I I e Iy to see the rest of the agreement.

-
END-USEE LICEN3IE AGEEEMENT FORE MICROIOFT 3OFTHWARE :I

. Ad eC l late IMPORTANT-READ CAREFULLY: This End-User License
Agreement ("EULA") is a legal agreement betwesn vou
{either an individual or a single entity) and

Microsoft for the Microsoft software product
accompanying this EULR, which includes computer

|
( : O nS 0 I Cu Ol |S software and may include associated media, printed LI

Do you accept all of the terms of the preceding License
Agreement? If you choose Mo, Install will close. To install you

must accept this agreement.
No |
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3 MSDN Online Code Center — Web Page Dialog

Please read the following license agreement. Use the scroll bar

E asy to see the rest of the agreement.

-
END-USEE LICEN3IE AGEEEMENT FORE MICROIOFT 3OFTHWARE :I

-
Al ItOI I Iatl‘ : IMPORTANT-READ CAREFULLY: This End-User License
Agreement ("EULA") is a legal agreement betwesn vou
{either an individual or a single entity) and

Microsoft for the Microsoft software product
accompanying this EULR, which includes computer

M an d ato ry software and may include associated media, printed LI

Do you accept all of the terms of the preceding License
Agreement? If you choose Mo, Install will close. To install you
Int and

must accept this agreement.

Micmso...llw gMy Co.. | =i M%mf@ﬂ [3 .ﬁo@é@
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Assent

3 MSDN Online Code Center — Web Page Dialog

-
Please read the following license agreement. Use the scroll bar
o ear I I leC an ISI I l to see the rest of the agreement.
END-USER LICENSE AGREEMENT FOR MICROSOFT SCETWARE :I

- -
. O ptl O n to d eCI I n e IMPORTANT-READ CAREFULLY: This End-User License

Agreement ("EULA") is a legal agreement betwesn vou
{either an individual or a single entity) and
Microsoft for the Microsoft software product

-
® O p po rtu n Ity to accompanying this EULR, which includes computer
software and may include associated media, printed LI
-
CO nfl rm an d Do you accept all of the terms of the preceding License
Agreement? If you choose Mo, Install will close. To install you

must accept this agreement.

correct
« Record

Micmso...llw gMy Co.. | =i M%mf@ﬂ [3 .ﬁo@é@
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Enforceability

3 MSDN Online Code Center — Web Page Dialog

Please read the following license agreement. Use the scroll bar

» Forum selection &=

-
END-USEE LICEN3IE AGEEEMENT FORE MICROIOFT 3OFTHWARE :I

. Be n‘ :hl I larkS IMPORTANT-READ CAREFULLY: This End-User License
Agreement ("EULA") is a legal agreement betwesn vou
{either an individual or a single entity) and

Microsoft for the Microsoft software product
accompanying this EULR, which includes computer

Reve rse software and may include associated media, printed LI

Do you accept all of the terms of the preceding License
Agreement? If you choose Mo, Install will close. To install you

Eng Ineeri ng e gl ol

Micmso...llw gMy Co.. | =i M%mf@ﬂ [3 .ﬁo@é@

SF_MO .| 54 Bosile . | &7Holiday. |




Don’t Forget

» Privacy
« UETA/E-SIgn




Open Issues

Authentication
Integrity
Repudiation
Authority
Capacity




Two Types of Encryption

Conventional (symmetric) encryption
Uses a single secret key
Public-key (asymmetric) encryption

Uses two keys -- one secret and one
public




Key Encryption

Key
ot Cyphertext Plaintext

S




Key Encryption

Key

Cypherext



Key Encryption

Key
ot Cyphertext Plaintext

S




Encryptlon and Decryptlon

- KeyNo. 1 Key No. 2

Plaintext ‘ Cyphertext ‘ Original
- Plaintext




Encryptlon and Decryptlon

Key No. 1

Plaintext Cyphertext




Encryptlon and Decryptlon

- KeyNo. 1 Key No. 2

Plaintext ‘ Cyphertext ‘ Original
- Plaintext




We accept your order and will deliver 1,000 widgets at $2,500 each
on 2/24/96. Payment terms net 30. -- Bob Jones

Robert Jones (jones@acme.com)

Acme Widget Corporation, 44 Main Street, Boston, MA 02131
USA (617) 555-7923

Version: 2.6.2

IQCVAWUBMARO07vgyLN8bw6ZVAQF6ygP/fDnuvdAhGIDWSs
SMXUIRMuNHYzdZ00cqkDb/Tc2+DuhuEa6GUO3AgZY8K9
t5r9iua34E68pCxogUz009b10c¢jNt6+0+704Z3j1YY9ijYM8B
WNaSpoL2W4nUuWBdlyIWyol/2PjjRVNZEtqtSRQNPEpJ2I

- Htz9iGovHf0SghSZKZs=



Certification Authority

 Trusted third party

» Assoclates signer with the key pair used
to create the digital signature

« |Issues a Certificate to do this
« Certificates published in a repository




Questions?

Andrew R. Basile
Cooley Godward

3175 Hanover Street
Palo Alto, CA 94304
abasile@cooley.com
(650) 843-5192 (phone)
(650) 849-7400 (fax)
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